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Online Safety Policy 

Introduction 
As part of the Every Child Matters agenda set out by the government, the Education Act 2002 and 
the Children’s Act 2004, it is the duty of Corton Primary School to ensure that pupils are protected 
from potential harm both within and beyond the school environment. Therefore, the involvement of 
pupils and parent/carers is also vital to the successful use of online technologies.  
 
1. Roles and Responsibilities  
 
1.1 Governors/Head teacher 
 
Online Safety is a part of the computing curriculum and forms a part of the overarching 
Safeguarding Policy at Corton Primary School. Governors are responsible for ensuring that up to 
date safeguarding guidance and practices are embedded in school culture.  
 
This Online Safety Policy defines the roles and responsibilities for ensuring the effective 
management and implementation of Online Safety at Corton Primary.  
 
The computing subject leader (JD) is the online safety lead with support from MW. She is 
responsible for ensuring online safety issues are addressed effectively in order to establish a safe 
ICT learning environment at school. All staff and pupils should be aware of this role within the 
school. The online safety lead is responsible for overseeing the implementation of agreed policies, 
procedures, curriculum requirements and staff training.  
 
The computing subject leader is responsible for promoting online safety across the curriculum and 
has an awareness of how this is being developed with the school improvement plan.  
 
Sufficient time and resources are provided for the online safety lead and staff to be trained and 
updated with policies and procedures where appropriate. 
 
Working with staff and governors JD will monitor the development and review of online safety 
within the curriculum for example: via PSHE or computing. 
 
The Head teacher will inform governors about developments and updates to the online safety 
curriculum through the curriculum committee or full governing body meetings.  
 
1.2 School Online Safety Lead 
 
It is the role of the Head teacher to: 
 

• Appreciate the importance of online safety within school and to recognise that all educational 
establishments have a general duty of care to ensure the safety of pupils, report issues and 
update the computing subject leader on a regular basis. 
 

• Liaise with the PSHE, Safeguarding and Computing leads so that policies and procedures are 
up-to-date to the account of any emerging issues and technologies. 

 

• Establish and maintain a safe ICT learning environment within the school. 
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• Ensure that this policy is reviewed annually, with up-to-date information and that training is 
available for all staff to teach online safety and for parents to feel informed and know where to 
go for advice.  

 

• Ensure filtering is set to the correct level for staff and pupils, in the initial set up of a network, 
stand-a-lone PC’s, staff/children laptops and IPads. 

 

• Ensure that all adults are aware of the filtering levels and why they are there to protect pupils. 
 

• With the computing subject leader all staff will take on board new and emerging technologies 
so that the correct online safety information can be taught or adhered to. 

 

• Ensure all internet activity is routed via SCC’s Proxy server. (SCC networks staff monitor this 
activity and can recall it if required). 

 

• Keep a log of incidents for analysis to help inform future development and safeguarding, where 
risks can be identified (pink safeguarding form). 

 

• Work alongside the ICT technician (KM), to ensure there is appropriate and up-to-date anti-
virus software and anti-spyware on the network, stand-a-lone PCs, teacher/pupil laptops and 
IPads, and that this is reviewed and updated on a regular basis. 

 

• Ensure that the ICT technician can check for viruses on laptops, stand-alone PCs and memory 
sticks or other transferable data files to minimise issues or virus transfer. 

 
1.3 Staff or Adults 
 
It is the responsibility of all adults within the school to: 
 

• Ensure that they know who the Senior Designated Person for Safeguarding is within school 
(NR) and who the Alternative Designated Persons are (MA, MW) should this person be absent 
from the school. 

• Report immediately any misuse of ICT or Safeguarding incident involving a child or adult. 
 

• Be aware that where an allegation is made against a member of staff it should be reported 
immediately to the Head teacher. 

 

• Be aware that in the event of an allegation made against the Head teacher, the Chair of 
Governors (NB) must be informed immediately. 

 

• Be familiar with the Behaviour Policy, Anti-Bullying Policy, Staff Code of Conduct policy and 
other relevant policies so that, in the event of misuse or an allegation, the correct procedures 
can be followed immediately. In the event that a procedure is unknown, they will refer to the 
Head teacher, who should then follow the Managing Allegations Procedure, where 
appropriate. 

 

• Alert the online safety lead (JD) of any new or arising issues and risks that may need to be 
included within policies and procedures. 

 

• Ensure that pupils are protected and supported in their use of technologies so that they know 
how to use them in a safe and responsible manner. Pupils should know what to do in the event 
of an incident. 
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• Be up-to-date with online safety knowledge that is appropriate for the age group and reinforce 
through the curriculum. 

 

• Staff must sign an acceptable use agreement to show that they agree with and accept the 
agreement for staff using non-personal equipment, within and beyond the school. 

 

• Use electronic communications in an appropriate way that does not breach the Data Protection 
Act 1988. Remember confidentiality and disclose information from the network, pass on 
security passwords or leave a station unattended when they or another user is logged in. 

 

• Ensure that school staff follow the correct procedures for any data required to be taken from 
the school. Secure, password protected data sticks are provided for teaching staff by the 
school for this purpose. 

 

• Report accidental access to inappropriate materials to the computing subject leader (JD) in 
order that inappropriate sites are added to the restricted list by SCC. (Recording the website 
address (URL) will assist staff in doing this).  

 

• Use anti-virus software and check for viruses on their work laptop/IPad and memory stick 
when transferring information from the internet on a regular basis, especially when not 
connected to the school network. 

 

• Ensure that all storage devices (i.e. memory sticks) which are utilised by staff members to hold 
sensitive information are encrypted or password protected in the event of loss or theft. The 
school has supplied teachers with appropriate memory sticks for this purpose. 

 

• Report incidents of personally directed “bullying” or other inappropriate behaviour via the 
Internet or other technologies to the Head teacher. 

 
1.4 Children and Young People 
 
Children and pupils should be: 
 

• KS2 pupils are responsible for following the Acceptable Use Agreement whilst within the 
school. KS2 teachers to revisit this agreement with each class at the beginning of each 
academic year. Year 3 pupils to sign an agreement in September or whenever a new KS2 
child attends the school for the first time. 

 

• Taught to use the internet in a safe and responsible manner through all curriculum subjects. 
 

• Taught to tell an adult about any inappropriate materials or contact from someone they do not 
know straight away. 

 
1.5 Parents 
 
Each KS2 pupil receives a copy of the Acceptable Use Agreement when they enter year 3 or first-
time entry to the school which needs to be read with the parent/carer, signed and returned to 
school confirming both an understanding and acceptance of the agreement. 
 
It is expected that parents will explain and discuss the agreement with their child, where 
appropriate, so that they are clearly understood and accepted. The school will keep a record of 
the signed forms. 
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Parents must not post pictures of pupils, other than their own children on social networking sites 
where these photos have been taken at a school event. 
 
Parents should make complaints through official channels rather than posting them on social 
networking sites. 
 
Parents should not post malicious or fictitious comments on social networking sites about any 
member of the school community. 
 
Online safety key messages and helpful tips are uploaded regularly to our Facebook and Twitter 
pages for parents/carers to read. 
 
2 Appropriate and Inappropriate Use by Staff and Adults 

Staff members have access to the network so that they can obtain age appropriate resources for 

their classes and create folders for saving and managing resources. 

Staff have a password to access a filtered internet service. Staff know that this password should 

not be disclosed to anyone and that they should not leave a computer or other device 

unattended whilst they are logged in. 

All staff should receive a copy of the Acceptable Use Policy and a copy of the Acceptable Use 

Agreement, which they need to sign and return to the school office for filing. 

The Acceptable Use Agreement will be displayed in the staff room as a reminder that staff 

members need to safeguard against potential allegations. 

When accessing Tapestry, Twitter, Class Dojo or the school website from home, the same 

Acceptable Use Agreement will apply. The acceptable use should be similar for staff to that of the 

pupils so that an example of good practice can be established. 

2.1 In the Event of Inappropriate Use 

If a member of staff is believed to have misused the internet or school messaging services in an 

abusive or illegal manner, a report must be made to the Head teacher immediately and the 

Managing Allegations Procedure and the Safeguarding Policy must be followed to deal with any 

misconduct and all appropriate authorities contacted. 

3 Appropriate and Inappropriate Use by Pupils 

3.1 Acceptable Use Agreements 

These detail how pupils are expected to use the internet and other technologies within the school 

including downloading or printing of any materials. The agreements are there for pupils to 

understand what is expected of their behaviour and attitude when using the internet. This will 

enable them to take responsibility for their own actions. For example, knowing what is polite to 

write in an e-mail to another child, or understanding what action to take should there be the re-

occurrence of sighting unsuitable material. This also includes the deliberate searching for 

inappropriate materials and the consequences for doing so. 

The school should encourage parents/carers to support the agreement with their child. This can 

be shown by KS2 pupils and parents/carers signing the Acceptable Use Agreements together so 

that it is clear to the school that the agreement is accepted by the child with the support of the 
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parent/carer. This is also intended to provide support and information to parents/carers when 

children and young people may be using the Internet outside school. 

Further to this, it is hoped that parents/carers will add to future rule amendments or updates to 
ensure that they are appropriate to the technologies being used at that time and reflect any 
potential issues that parents/carers feel should be addressed, as appropriate. 
 
The downloading of materials, for example, music files and photographs need to be appropriate 
and ‘fit for purpose’ based on research for work and be copyright free, It should be noted that only 
music clearly marked as copyright free should be used. 
 
File-sharing via e-mail, weblogs or any other means online should be appropriate and be 
copyright free when using the learning platform in or beyond school/education setting or other 
establishment. 
 
3.2 In the Event of Inappropriate Use 
 
Should a pupil be found to misuse the online facilities whilst at school the following consequences 
will occur: 
 

• Any pupil found to be misusing the internet by not following the Acceptable Use Agreement 
may have a letter sent home to parents/carers explaining the reason for suspending the pupil 
for a particular lesson or activity. 

 

• Further misuse may result in not being allowed to access the internet for a period of time and 
another letter will be sent home to parents/carers. 

 

• A letter may be sent to parents/carers outlining the breach in Safeguarding Policy where a 
pupil is deemed to have misused technology against a child or adult. 

 
Children should be taught and encouraged to consider the implications for misusing the internet 
and posting inappropriate materials to websites, for example, as this may have legal implications. 
 
4 The Curriculum and Tools for Learning 
 
The teaching and learning of online safety is embedded within the school Computing curriculum to 
ensure that the key safety messages about engaging with people are the same whether children 
are on or off line. This may also form part of the PSHE curriculum but is not exclusive to this area 
of curriculum and opportunities to embed online safety throughout the curriculum are sought. 
 
4.1 Internet Use 
 
Corton Primary School teaches children how to use the Internet safely and responsibly. Children 
are taught through all curriculum subjects how to research information, explore concepts and 
communicate effectively in order to further learning. The following concepts, skills and 
competencies are taught by the time pupils leave Year 6. 
 

• Digital literacy. 
 

• Making good judgements about websites and e-mails/messages received. 
 

• Knowledge of risks such as viruses and opening mail/messages from a stranger. 
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• Access to resources that outline how to be safe and responsible when using any online 
technologies. 

 

• Knowledge of copyright. 
 

• File sharing and downloading illegal content. 
 

• Uploading information – know what is safe to upload and not upload personal information. 
 

• Where to go for advice and how to report abuse. 
 
Photographs should only be uploaded on the approval of a member of staff or parent/carer and 
should only contain something that would also be acceptable in ‘real life’. Parents/carers should 
monitor the content of photographs uploaded. Images of pupils should be stored according to 
policy and data protection principles.  
 
4.2 Pupils with Additional Learning Needs 
 
Corton Primary School provides access to a broad and balanced curriculum for all learners and 
recognises the importance of tailoring activities to suit the educational needs of each pupil. Where 
a pupil has specific learning requirements, or poor social understanding, careful consideration is 
given to the planning and delivery of online safety awareness sessions and internet access. 
 
4.3 Class Dojo/Tapestry/Seesaw 
  
The above sites provide a wealth of opportunity for adults and children within and beyond school 
to: 
 

• Collaborate and share work via messaging and photos. 
 

• Ask questions. 
 

• Debate issues. 
 

• Dialogue with school community. 
 

• Access resources in real time. 
 

• Develop an online community. 
 
Staff and adults need to ensure they consider the risks and consequences of anything they or 
their pupils may post to a web or social networking site, as inappropriate comments or images can 
reflect poorly on an individual and possibly affect future careers. 
 
4.4 External Websites 
 
In the event that a member of staff finds themselves or another staff member on an external 
website, such as Facebook, as a victim, staff are encouraged to report incidents to the Head 
teacher and their union, using the reporting procedures for monitoring. 
 
4.5 Communication 
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Staff should only use their school provided email addresses, for Tapestry, Class DoJo, Seesaw 
and for any other type of communication between home and school. 
 
Parents/carers are encouraged to be involved with the monitoring of emails and messages sent, 
the best approach with children is to communicate about who they may be talking to and assess 
risks together. 
 
Teachers are expected to monitor their use of emails and Tapestry/DoJo/Seesaw communications 
between home and school on a regular basis. 
 
5 Mobile Phones and Other Emerging Technologies 
 
School policy is that no pupils are allowed to bring mobile phones into school. It is at the school’s 
discretion whether an individual pupil can bring a mobile phone into school. For e.g. if a child 
walks to and from school alone. Children who are allowed to bring a mobile phone to school must 
store it in the office for the duration of the school day. However the school will not accept any 
responsibility for loss or damage. 
 
Smart watches can be worn by staff and children but they must not have the ability to make calls 
or take photos. 
 
5.1 Personal Mobile Devices 
 
Staff are allowed to bring in personal mobile phones or devices for their own use, but must not 
use personal numbers to contact children and families under any circumstances. Personal mobile 
devices must be kept stored safely away from pupils and may only be used in designated areas – 
the staffroom or on a school visit off site for safety reasons. 
 

• Staff must ensure that there is no inappropriate or illegal content stored on the device and 
should be aware that using features, such as video or sound recording, may be subject to the 
same procedures as taking images from digital or video cameras. 

 

• The school is not responsible for any theft, loss or damage of any personal mobile device. 
 
5.2 School Issued Mobile Devices 
 
The management of the use of these devices should be similar to those stated above but with the 
following additions: 
 

• Where the school has provided a mobile device to a member of staff, such as a laptop, IPad or 
mobile phone, only this equipment should be used to conduct school business outside of the 
school environment. 

 

• Exceptions to this are where users access personal information in school in their own time. 
This activity must not be of a commercial or profit nature and must not conflict with school 
activities. Under no circumstances must efforts be made to access materials normally blocked 
by the school filtering system. 

 
6 Video and Photographs 
 
The term ‘image’ refers to the taking of video footage or photographs via any camera or other 
technology e.g. a mobile phone. 
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When in school there is access to IPads. Pupils must check with their Teacher prior to any 
uploading of images to check for inappropriate content. 
 
Any photographs or video clips uploaded should not have a file name of a child, especially where 
these may be uploaded to a school website. Photographs should only ever include the child’s first 
name although safeguarding guidance states either a child’s name or a photograph but not both. 
 
Group photographs are preferable to individual children and should not be of any compromising 
positions or in inappropriate clothing. The Teacher responsible for the class will need to decide 
how photographs will be used, including where they will be stored (central location which could be 
viewed by anyone) and when they will be deleted. 
 
It is the current practice by external media such as local and national newspapers to include the 
full name of pupils in their publications. Photographs of pupils should only be used with a full 
name after permission has been given by a parent/carer. 
 
7 Social Networks 
 
In response to this issue the following measures have been put in place: 
 

• The school controls access to social networking sites through the school internet filtering 
system. 
 

• Pupils are advised against giving out personal details or information, which could identify them 
or their location (e.g. mobile phone number, home address, school, groups or clubs attended, 
IM and email address or full names of friends). 
 

• Pupils are discouraged from posting personal photos on social networking sites without 
considering how publicly accessible the information is and the potential for misuse. Advice is 
also given regarding background images in photos, which could reveal personal details (e.g. 
house number, street name, school uniform). 

 

• Pupils are advised on social networking age requirements, staff also discuss security and 
recommendations for privacy setting to be activated to ‘Friends only’ for all sites to restrict 
unsolicited access. The importance of passwords and blocking of unwanted communications is 
also highlighted. 

 

• The school is aware that social networking can be a vehicle for cyber bullying. Pupils are 
encouraged to report any incidents of bullying to the school allowing for the procedures, as set 
out in the anti-bullying policy, to be followed. 

 
7.1 Social Networking Advice for Staff 
 
Social networking outside of work hours, on non-school issue equipment, is the personal choice of 
all school staff. Owing to the public nature of such websites, it is advisable for staff to consider the 
possible implications of participation. The following advice should be considered if involved in 
social networking: 
 

• Personal details are never shared with pupils such as private email address, telephone 
number or home address. It is recommended that staff ensure that all possible privacy settings 
are activated to prevent pupils and families from making contact on personal profiles. The 
simplest and most effective way to do this is to remove details from search results and turn off 
public visibility. 
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• Staff should not engage in personal online contact with pupils outside of authorised systems 
(e.g. school email account for homework purposes). 

 

• Staff should ensure that full privacy settings are in place to prevent pupils from accessing 
photo albums or personal information. 

 

• Staff are advised against accepting invites from colleagues until they have checked with them 
in person that the invite is genuine (avoid fake profiles set up by pupils). 

 

• Staff are advised against accepting invites from ex pupils and their family members. For e.g. 
Year 6 pupils and their relatives that have moved to High School.  

 
8 Safeguarding Measures – Filtering 
 
Staff and pupils are required to use the personalised learning space and all tools within it, in an 
acceptable way. Please refer to the Acceptable Use Agreement for the appropriate use of the 
learning platform. 
 
Appropriate filtering of all School internet activity is provided and maintained by SCC. There are 
two levels of filtering, one for pupils and one for staff. All children’s accounts are protected by the 
pupil filter. In the unlikely event of a pupil accessing unsuitable material this must be logged using 
the appropriate form so ICT staff can request that SCC add the details to the filter blacklist. 
 
It is important that staff do not allow pupils to use a computer using an adult’s login details as this 
could expose them to unsuitable material. 
 
All computers are protected by suitable anti-virus software. 
 
9 Monitoring 
 
The school internet connection is routed via SCC’s proxy server and details of all internet activity 
can be logged by SCC networks staff. Staff should monitor the use of the internet during lessons. 
The school technician (KM) and online safety lead (JD) also carry out additional checks and 
investigations as required. 
 
10 Resources 
 
In support of online safety at Corton Primary School we use the following resources: 
 

• Anti-virus and anti-spyware software. 
 

• Internet filters supplied and maintained by Suffolk County Council. 
 

• We use an accredited ISP (Internet Service Provider) – Schools Choice. 
 

• We have an awareness of wireless technology issues. All school wireless has appropriate 
security enabled. 

 

• Our Firewall – is maintained by Suffolk County Council. 
 
The Finance Officer assisted by the Computing Subject Lead and Technician will ensure a full 
inventory of all ICT equipment is maintained including details where equipment is issued to 
individual staff. 
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All ICT equipment will be security marked. Anything not issued to named staff will need to be 
signed out before taking off site. Staff must not load software onto school computers without 
reference to the ICT Technician (KM). Any damage to school owned ICT equipment must be 
reported promptly to the Computing Subject Leader (JD) or Technician (KM). 
 
Staff and the Online safety policy: 

• All staff will be given the school online safety policy and its importance explained. 

• Staff should be aware that Internet traffic can be monitored and traced to the individual user. 

• Discretion and professional conduct is essential. 

• Staff who manage filtering systems or monitor ICT use will be supervised by senior management 

and have clear procedures for reporting issues. 

 

Enlisting parents’ support: 

Parents’ and carers’ attention will be drawn to the school online safety policy in newsletters, the 

school brochure and on the school website. Parents and carers will regularly be provided with 

additional information about online safety. The school will ask all KS2 parents to sign the 

parent/pupil agreement when they register their child with the school. Parents will be signposted to 

or invited to watch films linked to online safety material before it is shown to pupils. 

 

Appendix 1 

School Photograph Consent 

 

Appendix 2 

Acceptable Use Agreement for Staff  

 

Appendix 3 

Guidance for School Representatives of Social Networking Sites 

 

Appendix 4 

Acceptable Use Agreement: KS2 Pupils 

Appendix 5 

Outcome of incident/investigation form 
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Appendix 2 

 

                                                               Corton Primary School 

                                         Acceptable Use Agreement for Staff  
 

ICT (including data) and the related technologies such as e-mail, the internet and mobile devices are an 

expected part of our daily working life in school. This agreement is designed to ensure that all staff are aware of 

their professional responsibilities when using any form of ICT. All staff are expected to sign this document and 

adhere at all times to its contents. Any concerns or clarification should be discussed with the Head teacher. 

 

➢ I will only use the school’s email / Internet / Intranet / learning platform and any related technologies for 

professional purposes or for uses deemed ‘reasonable’ by the Head teacher or Governing Body. 

➢ I will comply with the ICT system security and not disclose any passwords provided to me by the school or 

other related authorities. 

➢ I will ensure that all electronic communications with pupils and staff are compatible with my professional 

role. 

➢ I will not give out my own personal details, such as mobile numbers and personal e-mail address, to pupils. 

➢ I will only use the approved, secure e-mail system(s) for any school business.  

➢ I will ensure that personal data (such as data held on SIMS, the schools management information system) is 

kept secure and is used appropriately, whether in school, taken off the schools premises or accessed 

remotely. Personal data can only be taken out of school or accessed remotely when authorised by the Head 

teacher or Governing Body. Personal or sensitive data taken off site must be encrypted. 

➢ I will not install any hardware or software without permission of the ICT technician or Head teacher. 

➢ I will not browse, download, upload or distribute any material that could be considered offensive, illegal or 

discriminatory. 

➢ Images of pupils and/or staff will only be taken, stored and used for professional purpose in line with school 

policy and with written consent of the parent, carer or staff member. Images will not be distributed outside 

the school network without the permission of the parent/carer, member of staff or Head teacher. 

➢ I will not use my personal mobile phone or camera to take pictures of children. 

➢ I will avoid using school ICT equipment for personal purposes (for example internet banking, accessing 

social networking sites). 

➢ I will support the school approach to online safety and not deliberately upload or add any images, video, 

sounds or text that could offend any member of the school community or jeopardise their safety. 

➢ I understand that all my use of the Internet and other related technologies can be monitored and logged and 

can be made available, on request to the Head teacher. 

➢ I will respect copyright and intellectual property rights. 

➢ I will ensure that my online activity, both in school and outside school, will not bring my professional role into 

disrepute. 

➢ I have read and understood the guidance for school representatives regarding their use of social networking 

sites. 

➢ I will support and promote the school’s on-line safety policy and help pupils to be safe and responsible in 

their use of ICT and related technologies. 

 

User Signature 

 

I agree to follow this acceptable use agreement and to support the safe and secure use of ICT throughout the 

school. 

      Full Name ____________________________________________ (printed) 

 

      Signature ___________________________________________ Date ______________________ 
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Appendix 3 

 

Guidance for School Representatives of Social Networking Sites 

 

All school representatives (staff, governors and regular volunteers) have a responsibility to maintain 

public confidence in their ability to safeguard the welfare and best interests of the pupils. It is therefore 

expected that they will adopt high standards of personal conduct, in line with the school’s code of 

conduct for staff, governors and volunteers. 

School representatives (including staff, governors and regular volunteers) must always maintain 

appropriate professional boundaries and avoid behaviour, during their use of the internet and other 

communication technologies, which may be misinterpreted by others, can cause offense to any 

member of the school community, put at risk child safety or bring the school’s reputation into 

disrepute. This applies to those accessed as part of their professional role as well as outside of 

school. They must report and record any incident with this potential to the Head teacher. 

The following guidance is provided for all school representatives: 

• Manage personal information carefully and avoid putting personal information on social networking 

sites (for example phone numbers, work place, addresses or personal e-mail accounts) 

• Review carefully any information that is available publicly to ensure that it is accurate and 

appropriate, For example check any photographs or comments written by others which can be 

seen by other users. 

• Ensure that any security settings are appropriate to prevent pupils or parents accessing personal 

information. 

• School representatives should never ‘friend’ a pupil, or accept a request to ‘friend’ a pupil at the 

school 

• School representatives should avoid being a ‘friend’ with any parent connected to the school; 

unless they already have a relationship which is unconnected with their role in the school. 

• Confidentiality should be considered at all times and school representatives must ensure that they 

never place any confidential information on their site about themselves, their employer, colleagues, 

pupils, parents or any member of the school community. 

• School representatives must never place any comments on line which could be considered 

derogatory, offensive or that may bring the school’s reputation into disrepute. 

• School representatives need to ensure that when they are communicating about others, even out 

of work, that they give due regard to the potential for defamation of character, making allegations 

about other employees or members of the school community could result in formal action being 

taken against them. 

• School representatives should not post photographs or video images of school events on line 

(except on sites approved by the Head teacher such as the school website). 

 

School staff should be aware that failure to follow this guidance could result in disciplinary action being 

taken against them. 
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Appendix 4                            
 

                                      Acceptable Use Agreement: KS2 Pupils 
 

Computers are an excellent learning resource when used appropriately and the following conditions apply to the 
acceptable use by pupils of these resources in school, in order to support your learning. 
  
The computers are provided and maintained for the benefit of all pupils, and you are encouraged to use and enjoy 
these resources, and help to ensure they remain available to all. You are responsible for good behaviour with the 
resources and on the Internet just as you are in a classroom or a school corridor. Remember that access is a 
privilege, not a right and inappropriate use could result in that privilege being withdrawn. 
 

NO PUPIL SHOULD BE IN A COMPUTER ROOM WITHOUT THE SUPERVISION OF A MEMBER OF STAFF. 
 
Equipment 

• Do not install, attempt to install or store programs of any type on the computers. 

• Damaging, disabling, or otherwise harming the operation of computers, or intentionally wasting resources puts 
your work and the work of others at risk, and is prohibited. 

• Only use the computers for educational purposes. Activities such as buying or selling goods are inappropriate. 

• Do not bring in to school any removable media (such as USB sticks etc.)  

• Do not eat or drink near the computing equipment. 
 

Security and Privacy 

• Protect your work by keeping your password to yourself; never use someone else’s logon name or password. 

• Never reveal your home address, telephone number, school name, or picture to people you meet on the Internet. 

• Other computer users should be respected and should not be harassed, harmed, offended or insulted. 

• To protect yourself and the systems, you should respect the security on the computers; attempting to bypass or 
alter the settings may put you or your work at risk. 

• Computer storage areas will be treated like school lockers. Staff may review your files and communications to 
ensure that you are using the system responsibly. We use monitoring systems to check that use is appropriate. 
 

Internet 

• You should access the Internet only for study or for school authorised activities. 

• Only access suitable material – using the Internet to obtain, download, send, print, display or otherwise transmit 
or gain access to materials which are unlawful, obscene or abusive is not permitted. 

• Respect the work and ownership rights of people outside the school, as well as other pupils or staff.  This 
includes abiding by copyright laws.   

• ‘Chat’ rooms and social media should not be used in school. 

• People you contact on the Internet are not always who they seem. Never meet someone who you only know from 
the Internet or via email. 
 

Email 

• Be polite and appreciate that other users might have different views from your own. The use of strong language, 
swearing or aggressive behaviour is as anti-social and subject to the law on the Internet as it is on the street. 

• Only open attachments to emails if they come from someone you already know and trust. Attachments can 
contain viruses or other programs that could destroy all the files and software on your computer.   

• If you receive an email containing material of a violent, dangerous, racist, or inappropriate content, always report 
such messages to a member of staff.  The sending or receiving of an email containing content likely to be 
unsuitable for children or schools is strictly forbidden.    

 
Please read this document carefully. Only once it has been signed and returned will access to the Internet be 
permitted. If you violate these provisions, access to the Internet will be denied and you will be subject to 
disciplinary action.  
 
Additional action may be taken by the school in line with this existing agreement regarding school behaviour.  Where 
appropriate, police may be involved or other legal action taken. 
 
I have read and understand the above and agree to use the school computer facilities within these guidelines. 
 
Pupil Name:               Signature:  

 
I have read and understand the above. 
 
 
Parent/Guardian Name:                        Signature:  
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Appendix 5 

 

                     Outcome of incident/investigation linked to Online Safety 

  

        (Following a Safeguarding Form/Concern being reported to the DSL/Senior member of staff) 

Involvement (fill in where appropriate) 

Children’s social care 
 

 

Police/CEOP 
 

 

Organisation 
 

 

Individual (staff member/child) 
 

 

Other (HR/legal etc) 
 

 

 

Learning from the case 

Key learning point 1 
 

 

Key learning point 2 
 

 

 

Recommendations and timescales to implement 

Recommendation 
1 

 Timescale to be 
implemented 

 

Recommendation 
2 
 
 

 Timescale to be 
implemented 

 

 

Signed 
 
 

 Print name 
 
Date 

 

 

Signed 
 
 

 Print name 
 
Date 

 

 

Signed 
 
 

 Print name 
 
Date 

 

 

 


